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Monthly Checklist
When it comes to network maintenance, creating a standard checklist for school-year 
maintenance can ease the in-depth audit conducted during summer months. During the 
school year, network administrators should:

Routinely Backup All Data 
Setting automated backups for all critical data will ensure that if anything is 
compromised on the network, information can be readily available. These 
backups should also be kept off the network as an additional security measure.

Verify Network Utilization 
As more devices are connected to the network, servers are at risk of 
running out of capacity. Routinely monitoring devices and applications 
and keeping track of data usage can highlight any bandwidth issues before 
they become crippling.

Keep Software Plugins and Patches Up-to-date 
As software updates and plugins become available they should be 
implemented in the current system. These patches and plugins usually 
address security vulnerabilities and come from the manufacturer.

Change Passwords Regularly 
Setting a routine cadence for password updates is a critical component of 
good cyber hygiene and protecting the network against anyone who gains 
unauthorized access. 
 

Annual Audit 
During the summer months, when there is less overall traffic on the network, a deeper audit 
and inspection of the network can occur. Many times, this is also an ideal setting to test and 
compare alternative vendors for both hardware and software solutions that may be more 
aligned with district goals. This Summer Audit should include the following:

Directory Access Clean Up 
Network administrators should conduct a Directory Access Audit, disabling 
access to data of students who no longer attend the school, removing 
access for staff or contractors who also no longer work with the school, and 
ensure that those who still have access are grouped according to policy 
and information privilege.
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Each year, network 

administrators and 

district leaders must 

take time to review 

their current network 

infrastructure, especially 

their cybersecurity 

solutions, and conduct 

any maintenance, 

replacements, or patches 

that have been waiting to 

be addressed.
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Hardware Tests 
For school districts with on premises data centers, checking event logs for 
overheating notices, network failures, or other errors can be an early sign of 
a potential hardware failure. Analyze how often any or all of these incidents 
occurred to understand frequency and if the system is working within its 
normal range.

Update Licensing Agreements 
For school districts with on premises data centers, checking event logs for 
overheating notices, network failures, or other errors can be an early sign of 
a potential hardware failure. Analyze how often any or all of these incidents 
occurred to understand frequency and if the system is working within its 
normal range.

Firewall Check 
During these months, conducting a stringent review of the current firewall 
software is essential. This Firewall check should include a review of blocked 
or flagged items, and deciding whether or not to add additional security 
items to the list, VPN settings, rules allowing public web traffic, and web 
filtering policies and search criteria.

Compliance Review 
Each year new regulations are introduced to keep students safe while 
also protecting their privacy and data. Regulations such as CIPA, the 
Family Education Rights and Privacy Act (FERPA), Children’s Online Privacy 
Protection Act (COPPA), and K-12 Cybersecurity Act of 2019 remain the 
cornerstone for K-12 schools. It is important to make sure that any additional 
network changes meet these requirements and if new regulations go into 
effect, that the current network is up to par.

How Can Arista Help?
Customers choose NG Firewall for next generation web filtering which includes application control, SSL inspection and bandwidth 
management, along with the ability to block, flag and alert on search terms, enforce safe search, and log YouTube searches, breaking 
down the glass wall of how students and teachers can safely access educational materials from across the internet.

About Arista Coginitive Unified Edge
Arista’s Cognitive Unified Edge (CUE) solutions help enable school IT administrators to monitor, protect and control their networks while 
also providing protection from evolving threats. CUE products provide enhanced security and connectivity, flexible PoE switching, and 
Wi-Fi 6/6E offerings that work together seamlessly to ensure connectivity, protection, monitoring, and control across the entire network.

Technology will 

continue to transform 

how teachers and 

administrators connect 

to their students in the 

classroom and at home. 

Establishing a routine 

maintenance checklist 

and comprehensive audit 

for IT departments will 

support these technology 

adoptions while 

protecting the network 

from cybercriminals.
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